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The COSO framework of internal controls
 Introduction
The COSO framework came about in the wake of the mid 1980s financial scandals which resulted in the creation of the Treadway Commission (also known as National Commission on Fraudulent Financial Reporting). James Treadway, the chairman of the commission had served in the SEC as the commissioner. The other members of the commission were also drawn from some of the five most esteemed accounting establishment. These organizations collectively started being referred to as the Committee of Sponsoring Organizations of the Treadway Commission (COSO). This commission thereafter established three control objectives that could be used by the management and auditors so that they could focus on addressing issues of internal control. The control intentions would deal “with operations, compliance and financial reporting” (Moeller, 2007). In operations, the concern would be to make the company uphold and increase on its operational efficiency. On compliance, the focus would to make the company compliant with appropriate laws and conventions. Finally, financial reporting would be about ensuring “that the company’s financial statements are produced in accordance to GAAP principles”(Pearlson et al., 2016). 
The five components of the COSO framework
COSO is made up of five elements with the first one being that of creation of a control environment that is concerned with the entirety of the company’s culture. This part provides a description of “the set of standards, processes, and structures that will provide the basis for carrying out internal controls across the organization” (Bowling & Rieger, 2005). This is critical for any organization that is striving to achieve the following several things. First, its strategic objectives. Second, providing steadfast financial reporting. Third, operating the business with efficiency and effectiveness. Fourth, ensuring that there is compliance with relevant laws as well protocols and finally the protection of the company’s possessions. This is upon the senior management of the company including the board of directors to set the attitude at the highest echelons of management regarding the significance of internal controls and the projected standard of behavior. The control environment will mostly feature things to do with integrity and ethical values of the organization as well as constraints that will make it possible for the board to be able to discharge their oversight duties.
The second COSO component is that of establishing the most important risks as it regards to the internal controls. The capacity to assess risks inaugurates the basis for defining how those risks can be managed (Uwadiae, 2014). With regard to an organization, a risk is the possibility that an incident will transpire and have adversarial effect on the attainment of the company’s goals. At some point risk assessment entails the administration to make considerations for the effect of the possible changes that are to be implemented on the inside and exterior environment of the organization in efforts to make sure that they have the capacity to take action towards managing the impact. A prerequisite to risk valuation is the need to institute objectives that are linked to the different levels of the organization. It is also the responsibility of the management to specify the objectives that relates to operations, reporting and compliance(Uwadiae, 2014). The duty of evaluating the suitability of the objectives to the various entities of the organization will also fall on the management.
The third component of COSO is that of creation of control activities that provide an outline of important processes and guidelines(Pearlson et al., 2016). These control activities are the measures reached upon through policies and processes so that they can assist make the administration’s instructions for mitigating risks for the attainment of goals be followed. These control activities are supposed to be implemented at all levels of the firm, that is, in the different stages inside the corporate processes and over the technology setting. The said activities can either be “preventive or detective in their nature as they incorporate a set of both manual and automated activities that include authorization, verifications, approvals, reconciliations as well as business performance reviews”(Uwadiae, 2014). Isolation of responsibilities is also important at this juncture of choosing and expanding of the control activities. 
The fourth element of the COSO framework is that of providing clear information on the employees’ responsibilities and the procedures that they should follow(Pearlson et al., 2016). Generally this may be viewed as a communication function. On this regard, it should be noted that communication is an unending, iterative process that entails providing and sharing of the necessary information. The other important thing is that communication can be either internal or external. Internal communication is when information is distributed all through the organization flowing down, up and across the organization(Uwadiae, 2014). This makes it possible for the organization’s employees to obtain a clear communication from the senior management on the control assignments that must be earnestly taken. External communication on the other hand has two goals. First, it makes it possible for incoming communication of relevant external information. Secondly, it supplies information to outside parties in responding to requests and regulatory expectations. 
The fifth element of the COSO framework is that of monitoring internal controls. There should be “ongoing evaluations, separate evaluations or a combination of those two for ensuring that each of the five components of the internal controls is present and functioning” (Moeller, 2007). The continuing evaluations that are built into the business procedures at various levels make sure that there is timely information regarding the entity. There should also be separate evaluations that should be performed intermittently that should be varying in range and regularity depending on the valuation of risks and the efficacy of the continuing assessments. The findings should be appraised against “a criteria that is established while the insufficiencies should be communicated back to the management and the board of directors”(Uwadiae, 2014). 
Auditor’s area of interest in an IT audit
When performing IT audits, one area of interest is segregation of duties within applications(Worthen, 2005). This will also include account setup and termination of old accounts in a timely manner. It is a noted concern that most organizations do not have existing procedures for making sure that when employees change departments, their right of entry to the platform change to reflect their new tasks (Pearlson et al., 2016). The other area of interest is whether the organization has suitable authority to effect application changes. The system administrator in most organizations will be responsible for making all the changes in the application. But for an entity to satisfy all the metrics of an IT audit the CIO has to assign a dedicated individual who can make application changes and another person who can carry out quality assurance audit. There is also the review of audit logs where in as much as the CIO might appoint someone to review the logs, proper auditing demands that there has to be proof that it was done. This means creating an audit log for your organization’s audit log.
Discussion
In the wake of the increasing role that Information Technology is playing in organizations, there is need to integrate the COSO framework in organization. Thinking of a company like Walmart that has been implementing measures to make it competitive in its retail business both online and in its physical stores. The COSO framework provides a guideline on streamlining operations so that the IT processes that are implemented can be aligned with the business objectives while also complying with the regulations. Walmart for instance has the objective of “becoming the destination where customers can save money no matter how they want to shop” (Ferguson, 2015). In light of how competitive the retail industry is and how formidable its competitors are, the company has to deploy the best technology. It also has to make sure that it minimizes the risks that are associated with technology such as leaking of customers’ data or any of its IT infrastructure being illegally accessed. These objectives can be met by correctly implementing the COSO framework.
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